Al Governance Self-Assessment Maturity Scorecard (Draft Template)

This scorecard is designed for SME businesses, regulated professional services firms, and organisations
delivering public sector contracts.

Itincludes a Board-level RAG (Red / Amber / Green) summary to support senior oversight and assurance.
Board-Level RAG Summary

This page is intended for inclusion in Board or Risk Committee papers. It provides a high-level view of Al
governance maturity and key areas of concern.

Governance Area Score (0-4) RAG Status Key Risks / Actions

Board & Leadership
Oversight

Al Policy & Acceptable
Use

UK GDPR & Data
Protection

Approved Al Tools &
Vendors

Data Classification &
Controls

Staff, Associates &
Contractors

Human Oversight &
Accountability

Regulated / Public
Sector Compliance

Monitoring & Incident
Management

Continuous Review &
Improvement




RAG Guidance:

Green: Score 3-4 — Controls embedded and effective
Amber: Score 2 - Defined but inconsistently applied
Red: Score 0-1 — Material governance risk.

Scoring Framework

0 — Non-existent: No controls or awareness

1- Ad hoc: Informal, inconsistent, person-dependent

2 - Defined: Documented but limited adoption

3 -Managed: Embedded, monitored and enforced

4 - Optimised: Reviewed, evidenced, continuously improved

1. Board and Leadership Oversight
Guidance: Evidence may include board minutes, risk registers, named executive ownership, and regular
reporting on Al usage and risk.

Score (0-4):

Evidence / Notes:

2. Al Policy and Acceptable Use
Guidance: Look for a formal, approved Al policy covering approved tools, prohibited use, and applicability
to staff, associates and sub-contractors.

Score (0-4):

Evidence / Notes:



3. Data Protection and UK GDPR
Guidance: Evidence may include DPIAs, data mapping, special category data controls, DPAs with vendors,
and clarity on data retention and transfers.

Score (0-4):

Evidence / Notes:

4. Approved Tools and Vendor Due Diligence
Guidance: Assess vendor risk assessments, security reviews, training data assurances, and approval
processes.

Score (0-4):

Evidence / Notes:

5. Data Classification and Controls
Guidance: Look for Green/Amber/Red rules, practical staff guidance, and controls preventing misuse.

Score (0-4):

Evidence / Notes:

6. Staff, Associates and Sub-contractors
Guidance: Evidence may include training records, contractor clauses, and controls addressing shadow Al.

Score (0-4):

Evidence / Notes:



7. Human Oversight and Accountability
Guidance: Check for mandatory human review, named accountability, and bias/accuracy checks.

Score (0-4):

Evidence / Notes:

8. Regulated and Public Sector Contract Compliance
Guidance: Evidence may include contract reviews, disclosures, bid responses, and assurance
documentation.

Score (0-4):

Evidence / Notes:

9. Monitoring, Audit and Incident Management
Guidance: Look for usage monitoring, reporting routes, and inclusion in breach response plans.

Score (0-4):

Evidence / Notes:

10. Continuous Review and Improvement
Guidance: Evidence may include scheduled reviews, policy updates, and regulatory horizon scanning.

Score (0-4):

Evidence / Notes:



Overall Maturity Interpretation

0-10 Initial - High risk; Al largely uncontrolled

11-20 Emerging — Basic controls; significant gaps

21-30 Managed - Generally compliant; needs strengthening
31-36 Advanced - Strong governance; defensible position
37-40 Leading - Best-practice, board-assured governance

Key principle: If you cannot evidence the score, assume the lower rating.



